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The Smart Card is a plastic card with a micro 
chip. It can store and process various data. 
Therefore, it is used to solve various problems in 
different domains with writable and readable data. 
It is common in governmental and non-
governmental organisations, private enterprises, 
universities. This kind of chip is commonly 
embedded into cellular phones.  
 
Main aims of this kind of projects; 
 To enable the owner to verifly his/her ID 
faster.  
 To enable the owner to pay secure. 
 
The ID cards used by Çanakkale Onsekiz Mart 
University (COMU) members have been 
produced with smart card technology for six 
years. The COMU ID card is Mifare Classic 

ISO14443 Type A 1K with NFC standards. The 
structure of its micro chip is designed to have 16 
sectors and 4 blocks for each sector. The data 

cannot be copied by unauthorized person just as 
the other type cards do. Thanks to its more secure 
and larger data capacity than formerly used 
magnetic cards, the smart card has dramatically 
took place in our daily life.  
 
NFC – Near Field Communication: 
Near Field Communication (NFC) is a short 
range, untouched, simple and secure 
communication technology between two 
electronic devices. NFC communication is 
activated when two NFC compatible devices 
come closer a few centimetres.  
The smart card used at COMU is activated when 
it comes close to the reader. Both the reader and 
the smart card have an antenna. Thus, mutual 
communication is established. The antenna and 
chip placed in the middle of the card are between 
top and bottom layers of the card. A thin wire 
wraped about the chip is used as antenna.  
 
System Architecture: 
The system is web based controllable and, since 
there are several campus belong to COMU, it is 
designed to have options to send and store both 
online and offline. Main server can be control all 
terminals and communicate with them as well as 
process the responses coming from the terminals. 
The server, which is relatively low cost, is 
configured to be able to communicate up to 200 
terminals.  
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Building the Structure: 
Building has four main parts.  
 
1- Server  
On the server side Linux (CentOS) is run as well 
as it has MySQL as Database Management 
System.  
 
2- Terminal Structure 
At this level first embedded computer systems are 
surveyed and system architecture is determined. 
After selecting the embedded computer system, a 
modular structure is built by selecting compatible 
devices. Linux based operating system is 
preferred to have software and hardware 
compatible. The kernel of this operating system is 

compiled on purpose for the hardware, therefore a 
more stable operating system is built. C and C++ 
programming languages are used to have fast 
access to the hardware on the embedded 
computers as well as more effective 
programming.  
 
3- Database 
MYSQL is used as database that is free and 
talented. In addition MySQL Workbech is used to 
establish database tables and the relations of them. 
Instead of sending direct searches to the database, 
Stored Procedure is employed to enhance 
performance. Stored Procedures are designed as 
complied SQL stored in the database.  

 

 
Veritabanı Tasarımı 

 
4- Software Development Process; 
Software development process has thee folds: 
a) Terminal Software; 
At the software development stage Debian 
operating system together with Eclipse 
development environment was chosen. Parallel 
programming technique to have the software more 
than one claim and socket programming language 
to ease communication on network is preferred.  
The aim of this work is to build a system running 
on toll gates and barrier side. The software 
running on terminal has the capacity of 
communication directly with the hardware. 
C/C++ programming language is used and the 
data was stored on SQLite. 

The main tasks of this software are: 
1. Listening to card readers. 
2. Obtaining the data of the card. 
3. Verification of the card’s data. 
4. When verified, giving permission. 
5. Sending the data of the procedure to the server. 
 
b) Server Software 
At the server programming stage; it is decided to 
write software that is able to response, process to 
the claims from various clients. At this regard, 
four software are developed.  
1. Cafeteria Server Software: A server software 
responding to the claims from toll gates in the 
cafeterias. It processes the data of payments 
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committed by the cards  
2. Entrance Server Software: It processes the 
traffic to and from the university as well as the 
entrances to some certain rooms such as 
laboratories and university radio. The traffic is 
stored in the database.  
3. POS Server Software: It is necessary to have 
enough credits in the cards to pass the toll gates. 
The pre-payment procedure requires Point of Sale 
(POS) devices. The pre-payment procedure by 
POS devices is controlled and recorded online by 
POS Server Software. 
4. Update Server Software: The aim of this 
software is to control necessary update procedures 
on the system. The new cards to add the server, 
authorization level of the cards are send to the 
terminals via this software. 
 
c) POS Terminal 
It is decided that the POS terminal should be 
modular and have SDK. The software running in 
POS terminals is written by C.  
 
POS has the menu items below: 
1. Balance control 
2. Pre-payment 
3. Cancel 
4. Balance Correction 
5. Day End Report 
6. Card Check 
7. Exit 
 
POS terminal write balance info to the value 
block on the card determined by the University. 
Pre-Balance info is stored in POS devices at the 
payment points on the campus and the value 
blocks in the cards. The interactions on the POS 
are instantly sent to the server.  
 
d) Web Based Management Panel 
At this stage, a web based management panel to 
manage and monitor the system is designed. 
System supervisors can access the web based 
control panel by using their user name and pass 
words. According to their authorization level, they 
can manage the system. 
 
The user of the web based management system 
can: 
1. Add, delete and search card holder.  
2. Access passing reports 
3. Access payment reports 
4. Daily usage statistics 
5. Conditions of the terminals  
  

The web based management system is written by 
using PHP. The applications run on Apache web 
server and data stored in MySQL database.  
 
Software Development Processes  
 
Alfa Stage: 
It covers the first three moths of the development 
stage and during this course of time terminal 
software and server construction was completed. 
In the first Alfa test terminal was compatible with 
the hardware and can communicate with the 
server.  
 
Beta Stage: 
As a result of successful Alfa test, Beta stage 
started by using the other hardware of embedded 
computer. At the Beta Stage the hardware 
connected to the terminal software and 
communication tests with the server are 
completed by some certain users. And several 
problems were solved. At this stage also cafeteria 
payment module was added.  
 
First version: 
 
a) Entrance Control System: 
First the entrance control system was tested by 
two toll gates and a terminal before the computer 
centre at the Student Social Activities Centre. 
When student put his/her card on the reader the 
process starts. The card is read by a card reader 
connected to the embedded computers via serial 
or USB port. The card reader is responsible to 
read the serial number of the card. The embedded 
computer matches the number of the card with the 
one in its database. If it is authorized, the 
hardware connected to the embedded computer 
triggered the toll gate and permit the card holder 
to pass. The software sends the data to the server. 
If the terminal couldn’t have response from the 
server, the data is recorded in the terminal side 
database and keeps tiring to connect to the server.  
 
The software and the system may store 
approximately 200 thousands serial number and 
300 thousands passing data in its terminal side 
database. Terminal can listen to eight different 
cards reader and record four different passing data 
from the toll gates. The server side update 
software updates the terminals by checking them 
periodically.  
 
b) Cafeteria Payment System: 
At first one toll gate connected to a terminal at the 
Student Social Activities Centre is set. The 
Payment System is similar with the Entrance 
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Control System but in addition it has card reader 
module. There is a card reader connected to the 
embedded computer via serial or USB port. When 
student put his/her card on the reader the process 
starts.  
 
The software and the system may store 
approximately 200 thousands serial number and 
300 thousands passing data in its terminal side 
database. Termial can listen to eight different 
cards reader and record four different passing data 
from the toll gates. The server side update 

software updates the terminals by checking them 
periodically.  
 
Result 
At the end of this project the access rate of the 
students of COMU to the library, laboratories, 
cafeterias and the other purpose-built places can 
be measured and if necessary physical 
improvement is planned. Also, this project has 
provided our students with e-wallet application so 
that preventing them to waste time on queues.  

 


